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Abstract—Artificial Intelligence (AI) has emerged as one of the most transformative technologies in
modern healthcare, fundamentally altering the diagnosis, treatment, management, and delivery of
medical services. Al-powered applications such as predictive analytics, machine learning algorithms,
robotic-assisted surgeries, clinical decision support systems, and telemedicine have significantly
improved healthcare efficiency and patient outcomes. India, with its rapidly expanding digital health
ecosystem and initiatives such as the National Digital Health Mission (NDHM), Ayushman Bharat
Digital Mission (ABDM), and the adoption of electronic health records, has increasingly embraced Al
to bridge gaps in healthcare accessibility and quality.

Despite these advancements, the integration of Al into healthcare raises significant legal and ethical
concerns. Issues relating to patient privacy, informed consent, algorithmic bias, accountability for
medical negligence, cybersecurity vulnerabilities, ownership of health data, and transparency of Al
decision-making pose substantial regulatory challenges. India's existing legal framework—including
the Information Technology Act, 2000, the Digital Personal Data Protection Act, 2023, the National
Medical Commission Act, 2019, and various ethical guidelines—provides only fragmented governance
mechanisms and lacks a comprehensive legal framework specifically regulating Al in healthcare.

This article critically examines the legal and ethical challenges associated with Al-enabled healthcare
in India. It analyses existing legislation, judicial precedents, policy initiatives, and international
regulatory models, including the European Union AI Act, the United States Food and Drug
Administration framework, the United Kingdom's regulatory approach, and China's Al governance
mechanisms. The article argues that India requires a dedicated, risk-based regulatory framework
that balances technological innovation with patient rights, medical ethics, and constitutional
guarantees. It concludes by proposing legislative and policy reforms aimed at ensuring responsible,
transparent, accountable, and human-centric Al governance within India's healthcare ecosystem.

Index Terms—Artificial Intelligence, Healthcare Regulation, Medical Ethics, Data Privacy, Digital
Personal Data Protection Act, Medical Negligence, AI Governance, Healthcare Law, India,
Responsible Al

I Introduction

Artificial Intelligence (AI) has rapidly transformed from a theoretical concept within computer
science into one of the most influential technologies of the twenty-first century. By enabling machines to
simulate aspects of human intelligence such as learning, reasoning, decision-making, and problem-solving,
Al has revolutionized numerous sectors including finance, education, agriculture, transportation,

manufacturing, governance, and healthcare. Among these, healthcare represents one of the most promising
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yet legally complex domains due to the direct impact of Al on human life, patient safety, and medical

decision-making.'

Healthcare systems worldwide increasingly rely upon Al-driven technologies to improve diagnostic
accuracy, enhance disease prediction, automate administrative functions, personalize treatment plans, and
optimize resource allocation. Machine learning algorithms can analyze millions of clinical records within
seconds, enabling early diagnosis of diseases such as cancer, cardiovascular disorders, diabetic retinopathy,
tuberculosis, and neurological conditions with remarkable precision. Al-powered robotic surgery has
enhanced surgical outcomes by reducing human error, while virtual health assistants and telemedicine

platforms have expanded healthcare accessibility, particularly in remote and underserved regions.?

The global healthcare AI market has witnessed unprecedented growth during the past decade. The
increasing availability of large healthcare datasets, advancements in cloud computing, deep learning
technologies, wearable medical devices, and digital health infrastructures have accelerated Al adoption
across both developed and developing economies. The COVID-19 pandemic further highlighted the
significance of Al in disease surveillance, vaccine development, contact tracing, medical imaging, and

healthcare resource management.

India presents a particularly compelling case for Al-enabled healthcare. With a population exceeding 1.4
billion, an uneven distribution of healthcare professionals, and significant disparities between urban and
rural healthcare infrastructure, Al possesses enormous potential to bridge longstanding systemic
deficiencies. Government initiatives such as the Ayushman Bharat Digital Mission, National Digital Health
Mission, National Health Stack, eSanjeevani telemedicine services, and the National Strategy for Artificial

Intelligence have collectively laid the foundation for digital transformation within the healthcare sector.

Several Indian hospitals and healthcare providers have already incorporated Al technologies into routine
clinical practice. Al-assisted radiology systems detect abnormalities in chest X-rays and CT scans with
increasing accuracy. Machine learning algorithms assist pathologists in cancer diagnosis, ophthalmologists
in retinal disease screening, and cardiologists in predicting cardiovascular risks. Pharmaceutical companies
utilize Al for drug discovery, while wearable devices continuously monitor patient health parameters and
generate predictive insights regarding chronic illnesses. These technological advancements promise

improved healthcare accessibility, reduced treatment costs, and better patient outcomes.*

'World Health Organization, Ethics and Governance of Artificial Intelligence for Health: WHO Guidance (2021).

2 World Health Organization, Global Strategy on Digital Health 2020-2025 (2021).

® World Health Organization, Ethics and Governance of Artificial Intelligence for Health (2021).

* Indian Council of Medical Research, National Ethical Guidelines for Biomedical and Health Research Involving Human
Participants (2017).
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However, alongside these opportunities emerge profound legal and ethical concerns that existing regulatory
frameworks struggle to address. Unlike conventional medical devices, Al systems continuously evolve
through machine learning processes, raising difficult questions regarding accountability when autonomous
systems produce inaccurate diagnoses or harmful treatment recommendations. Traditional doctrines of
medical negligence were designed around human decision-makers and are often inadequate to determine
liability when Al-assisted clinical decisions cause patient injury. Determining whether responsibility should
rest upon software developers, healthcare institutions, medical practitioners, Al manufacturers, or regulatory

authorities presents an evolving challenge within healthcare jurisprudence.’

Data privacy constitutes another critical concern. Al systems require enormous quantities of patient
information—including medical histories, genomic data, diagnostic images, wearable device outputs, and
behavioural health information—to function effectively. Such extensive data collection inevitably raises
concerns regarding patient consent, data ownership, secondary use of health information, cybersecurity
breaches, and algorithmic profiling. The recognition of privacy as a fundamental right by the Supreme Court
of India in Justice K.S. Puttaswamy (Retd.) v. Union of India fundamentally reshaped India's constitutional
landscape concerning informational privacy and significantly influences the regulation of Al-driven

healthcare systems.’

Ethical considerations further complicate Al governance within healthcare. Core principles of biomedical
ethics—autonomy, beneficence, non-maleficence, justice, transparency, and accountability—must be
reconciled with increasingly autonomous decision-making technologies. Al algorithms trained upon
incomplete, biased, or non-representative datasets may unintentionally perpetuate discrimination against
marginalized communities, women, elderly patients, and economically disadvantaged populations.
Black-box Al systems often lack explainability, thereby undermining patients' ability to provide informed

consent and reducing physicians' capacity to independently verify algorithmic recommendations.®

Recognizing these concerns, several international organizations have developed ethical and regulatory
frameworks governing Al in healthcare. The World Health Organization has issued comprehensive guidance
emphasizing transparency, accountability, inclusiveness, human oversight, safety, and protection of human
rights throughout Al deployment in health systems. Likewise, the European Union has enacted the landmark
Artificial Intelligence Act, establishing a risk-based regulatory model that classifies healthcare Al as
high-risk technology requiring strict compliance obligations. The United States Food and Drug

> Charles Fried (Harvard University Press

® United Nations Educational, Scientific and Cultural Organization, Recommendation on the Ethics of Artificial Intelligence (2021).

121191 [ International Innovations & Scholarly Trends Journal (IISTJ) | www.iistj.org | 58




Year 2026 | Volume 02 - Issue 07 July 2026 ISSN : 3139-1478

Administration has similarly developed regulatory pathways for Al-enabled medical devices, while the

United Kingdom and China continue to refine their own Al governance strategies.’

India, however, continues to regulate healthcare Al through a fragmented collection of statutes and policy
documents rather than a unified legislative framework. Existing laws—including the Information
Technology Act, 2000, the Digital Personal Data Protection Act, 2023, the National Medical Commission
Act, 2019, and various ethical guidelines issued by the Indian Council of Medical Research and NITI
Aayog—address isolated aspects of Al governance but fail to comprehensively regulate algorithmic
accountability, explainability, bias mitigation, clinical validation, liability allocation, and continuous

oversight of Al systems.®

Against this backdrop, this article critically examines the legal and ethical implications of integrating Al
into India's healthcare system. It evaluates the adequacy of existing legal frameworks, analyses
constitutional principles governing privacy and healthcare rights, compares international regulatory models,
identifies regulatory gaps, and proposes recommendations for developing a comprehensive, patient-centric,
and innovation-friendly legal framework for Al governance in Indian healthcare. The article argues that
India must adopt a dedicated, risk-based regulatory framework grounded in constitutional values, medical
ethics, transparency, accountability, and human oversight to ensure that Al serves as an instrument for

equitable, safe, and responsible healthcare delivery.

1. REGULATING ARTIFICIAL INTELLIGENCE IN THE HEALTHCARE SYSTEM: LEGAL AND
ETHICAL CHALLENGES IN INDIA

Artificial intelligence is reshaping healthcare by improving diagnostics, supporting clinical
decisions, streamlining hospital workflows, enabling remote monitoring, and accelerating drug discovery. In
India, these possibilities are especially significant because the healthcare system must serve a very large and
diverse population while managing shortages of specialists, uneven infrastructure, and wide gaps in access
between urban and rural areas. At the same time, the use of Al in healthcare raises hard questions about

safety, accountability, privacy, fairness, and patient rights.

India is at a stage where Al in healthcare is expanding faster than the legal framework designed to govern it.
Existing laws touch parts of the problem - digital health records, telemedicine, medical devices, data
protection, and professional negligence - but there is still no single, comprehensive Al-specific regulatory
regime for healthcare. This creates uncertainty for hospitals, technology developers, clinicians, insurers, and

patients alike.

" European Union, Artificial Intelligence Act (2024); Food and Drug Administration, Artificial Intelligence/Machine Learning
(Al/ML)-Enabled Medical Devices.

& parliament of India, Digital Personal Data Protection Act, 2023; Parliament of India, Information Technology Act, 2000; National
Medical Commission, National Medical Commission Act, 2019.
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lll. Why Al regulation in healthcare matters

Healthcare is not like ordinary consumer technology. Errors in an Al recommendation can affect
diagnosis, treatment, consent, insurance access, and even survival. A music recommendation algorithm can

be wrong with little consequence; a clinical risk-prediction model or imaging tool cannot.
Al regulation in healthcare therefore has to balance two goals:

e Enable innovation so useful tools can reach patients and improve care.

e Prevent harm by ensuring safety, transparency, fairness, privacy, and accountability.

This balance is particularly important in India, where digital health is growing through telemedicine,
electronic health records, public health platforms, and Al-supported diagnostics, but where literacy,

connectivity, affordability, and institutional capacity vary sharply across regions’.

IV. Al applications in the Indian healthcare context
Al in healthcare can be used across many functions:

[1] Diagnostics and imaging, such as reading radiology scans, screening eye disease, or identifying

skin lesions.

[2] Clinical decision support, where Al helps doctors assess risk, triage cases, or suggest treatment

options.

[3] Hospital administration, including workflow optimization, scheduling, and resource allocation.

[4] Telemedicine and remote care, especially for underserved areas.

[5] Public health and surveillance, including outbreak prediction and population-level analysis.

[6] Drug discovery and research, using pattern recognition over large biomedical datasets.

These applications promise faster and often cheaper care delivery. But they also rely heavily on sensitive

health data and may affect people who are not able to fully understand how algorithmic decisions are made.

V. India’s current regulatory landscape

India does not yet have one dedicated statute exclusively regulating Al in healthcare. Instead,

regulation is spread across overlapping domains.

® PMC Digital health care system
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1. Digital health governance

Digital healthcare in India includes telemedicine, electronic health records, and data-driven care delivery.
Scholars reviewing the Indian legal landscape note that digital health regulation remains fragmented and
that data protection and informed consent are central unresolved concerns, especially for marginalized

populations.'
2. Data protection and privacy

Health data is among the most sensitive categories of personal information. Al systems depend on large
datasets for training, validation, and deployment, which makes privacy law central to healthcare Al

governance.

The broader literature on Al in healthcare consistently identifies data privacy and protection as a core

legal and ethical challenge."

In India, the concern is not only unauthorized access, but also unclear consent practices, secondary use of
data, weak public understanding of digital risks, and uneven institutional safeguards. These problems are
amplified when Al developers use large datasets collected across hospitals, apps, diagnostic platforms, and

public systems.
3. Medical device and software regulation

Some Al tools may function as software as a medical device or as components of regulated medical
devices. A major regulatory challenge globally is that traditional medical regulation was built for relatively
"locked" systems, while Al systems can change over time, improve through retraining, or behave differently

across populations. '
4. Professional liability and negligence

In practice, legal responsibility in healthcare still tends to rest heavily on the treating professional and
institution, even when Al tools are used. This creates a mismatch: doctors may depend on Al outputs, but
the law may still hold them responsible if something goes wrong. That tension is becoming more visible in

Indian discussions around Al-assisted medicine.

VI. Core legal challenges in regulating Al in Indian healthcare
Safety and effectiveness

1% ibid

1 PMC - Ethical and legal challenges of Al-driven healthcare PMC - Ethical Issues of Artificial Intelligence in Medicine and
Healthcare
12 Organisation for Economic Co-operation and Development, OECD Principles on Artificial Intelligence (OECD 20109.
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The first legal question is whether an Al system is safe, accurate, and clinically effective. An Al tool may
perform very well in a lab or on historical data but fail in real-world Indian settings because of different

disease patterns, imaging quality, language diversity, local workflows, or incomplete records."

A major challenge is that Al systems may not remain stable over time. If an algorithm is updated, retrained,
or exposed to new data environments, its performance can shift. '“Traditional approval systems are not

always designed for continuous-learning tools. "’
For India, this means regulation should require:
e Pre-deployment validation on representative Indian populations.
e Post-deployment monitoring for performance drift and patient harm.
e Clear risk classification based on how much the tool can affect clinical outcomes.
e Human oversight requirements for high-risk clinical uses.
Liability and accountability

If an Al system contributes to a wrong diagnosis, delayed treatment, or discriminatory triage, who is legally

responsible?

Possible actors include:

the software developer

the hospital or platform

the doctor using the system

the data provider

the regulator that approved or cleared the tool

This is one of the hardest problems in Al governance. Existing malpractice and negligence frameworks were
built around human decision-makers, not distributed decision systems involving code, datasets, device

manufacturers, and clinicians.

In India, the likely result under current conditions is often layered uncertainty rather than clear
accountability. Doctors may be expected to exercise independent judgment, yet they may not be able to fully
audit a proprietary model. Hospitals may deploy systems without fully understanding technical limitations.

Developers may disclaim responsibility by labeling the tool as "decision support."

3 World Health Organization, Ethics and Governance of Artificial Intelligence for Health: WHO Guidance (WHO 2021).
!* Eric Topol, Deep Medicine: How Artificial Intelligence Can Make Healthcare Human Again (Basic Books 2019
> Ministry of Electronics and Information Technology, Digital Personal Data Protection Act, 2023
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A workable Indian framework would need to define:
e the duty of the developer to test, document, and disclose limitations
e the duty of the hospital to procure responsibly, monitor use, and train staff
e the duty of the clinician to avoid blind reliance and maintain professional judgment
e the circumstances in which strict or shared liability should apply
Data protection and informed consent

Consent in healthcare is already complex. Consent in Al-enabled healthcare is even more difficult, because

patients may not know:

what data is being collected

e whether it will be reused to train algorithms

e whether it will be shared with private vendors

e whether anonymization is truly effective

e whether Al outputs are influencing treatment decisions

The literature on digital healthcare in India emphasizes that informed consent is especially challenging for

marginalized populations, including those with low literacy or limited digital access. '°

This is not just a paperwork issue. Consent is meaningful only if it is understandable, voluntary, and specific
enough to the actual use of data and tools. In India, where many patients may defer strongly to medical
authority or may not be comfortable with English-language technical forms, formal consent can easily

become nominal rather than informed."”
Cybersecurity

Healthcare Al systems depend on digital infrastructure: hospital records, imaging archives, connected
devices, cloud platforms, and telemedicine systems. This makes them vulnerable to ransomware, data theft,

model manipulation, and adversarial attacks.

The general healthcare Al literature identifies cybersecurity as a distinct legal challenge because a

compromised Al system can create both privacy harms and patient safety harms. '®

8 NITI Aayog, Responsible Al for All: Approach Document (2021).
7 Ministry of Electronics and Information Technology, Digital Personal Data Protection Act, 2023.
8 PMC - Ethical and legal challenges of Al-driven healthcare
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In India, cybersecurity risks may be intensified by inconsistent digital maturity across hospitals and clinics.

A large urban hospital chain may have robust security teams; a smaller diagnostic center may not.
Regulatory fragmentation

A recurring Indian challenge is the absence of one unified regulator or harmonized framework for Al in
healthcare. Digital health, professional conduct, consumer protection, data governance, and device approval

may sit in different legal and administrative silos.
Fragmentation causes three problems:

e developers do not know what standards apply

e providers do not know what diligence is enough

e patients do not know where to seek redress
Major ethical challenges

Legal compliance alone is not enough. Some harms can occur even when no explicit law has been broken.

That is where ethics matters.
Bias and algorithmic fairness

Al systems learn from data. If the underlying data reflects social inequality, uneven access to hospitals,
underdiagnosis in certain communities, gender bias, caste-linked exclusion, language gaps, or urban-centric

care patterns, the model may reproduce or worsen those inequities.
The healthcare Al literature identifies algorithmic fairness and bias as one of the core ethical issues. "
In India, fairness concerns are especially serious because of:

e unequal healthcare access across regions

e underrepresentation of rural and poorer populations in structured datasets

e language diversity

e unequal access to digital tools

e social hierarchies that can influence care-seeking and diagnosis patterns

An Al model trained mainly on data from elite urban hospitals may underperform for patients in district

hospitals or tribal regions. That is not a technical footnote; it is an ethical failure.

Transparency and explainability

9 PMC - Ethical and legal challenges of Al-driven healthcare
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Many Al systems, especially deep learning models, are difficult to interpret. A doctor may receive a
high-risk score or diagnostic output without understanding how it was generated. A patient may be denied

an insurance benefit, escalated for testing, or triaged differently without meaningful explanation.?
This creates ethical and legal tension:

e How can a patient give informed consent if the system is opaque?

e How can a doctor responsibly rely on a tool they cannot explain?

e How can regulators assess fairness and safety without documentation?

e How can courts assign responsibility when reasoning is hidden?

Transparency does not always mean revealing full source code. It may instead require understandable
documentation about training data, intended use, known limitations, confidence ranges, and contexts where

the model should not be used.
Autonomy and informed choice

Al can subtly shift decision-making power away from patients and even away from clinicians. If a hospital
workflow treats algorithmic recommendations as default or authoritative, patients may receive fewer real

choices than they appear to have.?'

The ethics literature stresses informed consent, autonomy, and the need to align Al use with core medical

ethics principles such as beneficence, nonmaleficence, and justice. %

In India, this challenge is sharper where patients may already face barriers of literacy, class, language,

disability, or geography.
Equity and access

Al may improve healthcare, but not equally. If advanced tools are concentrated in private urban hospitals,

Al can widen the gap between those who already receive high-quality care and those who do not.

Ethically, a health system should ask not only whether Al works, but who benefits and who is left out.

Indian policy discussions increasingly frame Al in healthcare in terms of equity, ethics, and public good. *

Human relationship in care

2 United Nations Educational, Scientific and Cultural Organization, Recommendation on the Ethics of Artificial Intelligence
(UNESCO 2021)

2 World Health Organization, Ethics and Governance of Artificial Intelligence for Health (2021).

2 High-Level Expert Group on Artificial Intelligence, Assessment List for Trustworthy Al (2020

2 World Health Organization, Regulatory Considerations on Artificial Intelligence for Health (2023)
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Medicine is not only diagnosis and treatment selection. It also involves trust, communication, empathy, and
moral judgment. Overreliance on Al can thin out the human side of care, especially in psychiatry, palliative

care, elder care, and chronic disease management.

Ethical analyses of Al in medicine note concerns that technological efficiency may come at the cost of

empathy and meaningful clinician-patient interaction.

VIl. Conclusion

Artificial intelligence can strengthen India’s healthcare system, but only if regulation keeps pace
with deployment. The real question is not whether Al should be used in healthcare, but under what

conditions it should be trusted.

In India, the legal and ethical challenges are tightly connected. Weak privacy protections can undermine
autonomy. Poor-quality data can create biased outcomes. Opaque systems make liability harder to assign.
Unequal access can turn innovation into exclusion. And without clear governance, both patients and

clinicians are left exposed.

A sound Indian regulatory model for healthcare Al should therefore be risk-based, rights-protective,
clinically grounded, and equity-focused. It should treat Al not as a replacement for medical judgment, but

as a powerful tool that must remain accountable to law, ethics, and public health goals.
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