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______________________________________________________________________________________ 
Abstract—This paper presents a secure, college-centric academic social networking platform that 
addresses challenges such as fragmented communication, lack of institutional security, and 
unstructured collaboration in higher education environments. The system is developed using the 
MERN stack, incorporating MongoDB for scalable data storage, Express.js and Node.js for backend 
services, and React.js for a responsive user interface. JWT-based authentication ensures verified access 
restricted to institutional users, while real-time communication is enabled through Socket.io. The 
platform supports core academic networking functionalities including user profile management, 
content and post sharing, friend-based networking, real-time messaging, and notification services 
within a controlled ecosystem. The system architecture follows the Model–View–Controller (MVC) 
design pattern, enabling modular development, scalability, and maintainability. Experimental 
deployment demonstrates improved communication efficiency, secure data handling, and enhanced 
user engagement. The proposed platform provides a reliable foundation for academic collaboration 
and can be extended to support intelligent recommendation, mentorship, and analytics-driven 
academic services. 
 
Index Terms—Academic Social Networking, College-Centric Platform, MERN Stack, JWT 
Authentication, Real-Time Communication, Web Application Security, MongoDB 
______________________________________________________________________________________ 

I. Introduction 
Effective communication and collaboration are essential in higher education; however, many 

institutions rely on generic social media and fragmented tools that lack academic focus, institutional security, 
and structured interaction. This often leads to privacy concerns, unverified access, and unorganized academic 
engagement. 
 
To address these challenges, this paper presents SDM HUB, a secure, college-centric academic social 
networking platform designed for institutional communities. The platform enables verified users to connect 
through features such as profile management, content sharing, friend-based networking, real-time messaging, 
and notifications. Developed using the MERN stack and following the Model–View–Controller (MVC) 
architecture, SDM HUB provides a scalable and maintainable solution that enhances academic collaboration 
and supports a digitally connected campus ecosystem. 
 
OBJECTIVES 

1. To ensure secure, email-based authentication for verified access by students, faculty, and alumni. 
2. To support academic and social content sharing for structured interaction within the college 

community. 
3. To provide personalized news feeds displaying relevant posts, comments, and activities. 
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4. To enable real-time, secure messaging for instant user communication. 
5. To implement a connection and notification system for friend requests and activity alerts. 

II. Literature review 
Several platforms have been developed to support academic communication and collaboration in 

higher education. CampusConnect (2022) utilized the MERN stack to provide basic features such as login, 
posts, and forums, but lacked real-time communication and mobile responsiveness. EduNet (Desai et al., 
2021) implemented a Django-based portal focused on resource sharing and discussion boards; however, it 
offered limited user interaction features and lacked notification and friend systems. 
 
CollabHub (2022) employed a REST-based architecture to support collaborative projects, but did not include 
direct messaging or social networking capabilities. CollegeCircle (2020) adopted a mobile-first approach 
using Firebase and Flutter, yet lacked role-based access control and scalability. Similarly, AcadShare Platform 
(Jain et al., 2023) enabled academic content sharing using Laravel and MySQL, but suffered from security 
and scalability limitations. 
 
These studies highlight the need for a secure, scalable, and institution-centric academic networking platform 
with real-time interaction and structured access control. The proposed SDM HUB addresses these limitations 
by providing verified authentication, real-time communication, and a modular architecture tailored for 
academic environments. 

III. System Architecture and Workflow 
 
System Architecture 

 
Fig. 1: System architecture  
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1. System Architecture and User Interface Layer 
SDM HUB is designed as a modular, layered, college-centric academic social networking platform 

to ensure scalability, security, and maintainability. The system supports three primary user groups Students, 
Faculty, and Alumni who interact through a web-based frontend. The user interface is implemented using 
React.js, providing role-based dashboards that enable users to access platform features such as registration 
and login, profile management, news feed browsing, messaging, and notifications. This structured interface 
ensures seamless interaction, personalized content delivery, and efficient academic networking within the 
institutional ecosystem. 

2. Backend Services and Core Functional Modules 
The backend acts as the central processing unit of the system and is developed using Node.js and 

Express.js. It exposes secure application services to handle user authentication, content management, friend 
and connection handling, messaging, and notification workflows. Core functional modules include user 
authentication and authorization, profile management, post and content sharing, real-time messaging, 
notification handling, and friend/connection management. The backend validates user requests, enforces 
access control, and manages interactions between the frontend, database, and real-time services to ensure 
secure and reliable system operation. 
 
3. Real-Time Communication and Application Logic Layer 

To support instant interaction, SDM HUB integrates Socket.io within the backend for real-time 
messaging and notification delivery. This enables users to exchange messages and receive alerts for friend 
requests, post interactions, and updates without page reloads. JWT-based authentication is employed to 
ensure secure session handling and authorized access across all system components. The separation of core 
application logic and real-time communication enhances system performance and supports concurrent user 
interactions efficiently. 
 
4. Data Management and External Services Integration 

MongoDB is used as the primary NoSQL database to store user profiles, posts, messages, 
connections, and notification data, enabling flexible and scalable data management. For media handling, 
Cloudinary is integrated to support secure image and media uploads. An email service is incorporated to 
manage account verification and system alerts. User requests flow from the frontend to the backend 
services, where data is processed, stored, and retrieved from the database before being presented back to 
users through the frontend interface. This architecture ensures a seamless, secure, and efficient end-to-end 
workflow. 
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Flow Diagram 

 
Fig. 2:  Data Flow Diagram 

 
It illustrates the end-to-end workflow of the system, beginning with user authentication and role 
verification. Authorized users access role-based dashboards to interact through posts, messaging, 
connections, and notifications, with all data securely processed and stored by the backend.The 
process begins when a user accesses SDM HUB through a web browser. 
 

● The user registers or logs in using a valid institutional email address. 
● The system performs email verification and authentication to validate the user. 
● A decision is made to determine whether the user is authorized. 
● Unauthorized users are denied access, while authorized users are granted access. 
● Authorized users are redirected to role-based dashboards based on their role (Student, 

Faculty, or Alumni). 
● All user requests are validated and processed by the backend services. 
● Real-time messaging and notifications are handled through the system’s communication 

layer. 
● User data, posts, messages, connections, and notifications are stored and retrieved from 

the MongoDB database 
 

● Users interact with the platform by: 
o Creating and viewing posts 
o Liking, commenting, and sharing content 
o Sending and receiving messages 

 
o Sending and accepting connection requests 
o Receiving real-time notifications 

● Email notifications are sent for verification and important system alerts. 
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● The workflow continues as users interact with the platform for ongoing academic 
networking and collaboration. 

 
Use – Case Diagram 
 

 
       Fig. 3: Use Case Diagram   
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Project Schema 

 

 
Fig. 4: Schema 

IV. Implementation 
The SDM HUB system is implemented as a secure, college-centric academic social 

networking platform using the MERN stack. The system is designed to support structured 
communication, collaboration, and networking among students, faculty, and alumni within an 
institution. Emphasis is placed on scalability, real-time interaction, data security, and ease of use. 

1  System Architecture 
● The implementation is divided into three primary layers: 

 Presentation Layer: React.js–based responsive web interface providing role-based 
dashboards and interactive user experience. 

 Application Layer: Node.js and Express.js–based backend handling business logic, 
authentication, real-time communication, and API processing. 

 Data Layer: MongoDB NoSQL database used for efficient storage and retrieval of 
user data, posts, messages, connections, and notifications. 

● Each module operates independently, enabling easier debugging and future enhancements. 
 

2  Technology Stack 
● Frontend Framework: React.js 
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● Backend Framework: Node.js with Express.js 
● Database: MongoDB (NoSQL) 
● Real-Time Communication: Socket.io 
● Authentication: email-based login with JWT tokens 
● APIs: RESTful APIs for frontend–backend interaction 
● Security: JWT authentication, password hashing 
● Development Tools: Visual Studio Code, Git, GitHub 
● Testing Tools: Postman, Thunder Client 
● Design Tools: Draw.io for UML/ER diagrams, Stitch for UI designs 

● Module-Wise Implementation 
a. 1. User Authentication Module 

i. Supports institutional email-based user registration with role assignment  
ii. Ensures secure login using JWT-based authentication and backend middleware validation. 
iii. Implements password hashing before storing credentials in MongoDB. 
iv. Maintains secure user sessions using token-based access control. 

b. 2. User Profile Management Module 

i. Allows users to view, and edit academic and professional profile details. 
ii. Supports secure profile image upload using cloud-based storage services. 
iii. Stores profile information using Mongoose schemas for structured data handling. 
iv. Reflects profile updates dynamically on the frontend interface. 

c. Friend Request and Network Module 

i. Enables users to send, accept, reject, and cancel connection requests. 
ii. Maintains friend relationships securely within user data schemas. 
iii. Calculates mutual friends using efficient set-based operations. 

d. Post and Content Management Module 

i. Allows users to upload and view posts containing text or media. 
ii. Supports interaction through likes, comments, and content sharing. 
iii. Stores posts with author metadata and timestamps in the database. 
iv. Generates a personalized news feed with real-time content updates. 

e. Real-Time Messaging Module 

i. Enables secure one-to-one communication between connected users. 
ii. Supports real-time message delivery using Socket.io. 
iii. Stores chat history using Conversation and Message schemas. 

f. Notification Module 

i. Generates notifications for friend requests, post interactions. 
ii. Uses a dedicated Notification schema for structured storage. 
iii. Pushes real-time alerts to users via Socket.io. 
iv. Allows users to mark notifications as read for better interaction tracking. 
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g. Search and Recommendation Module 

i. Allows users to search for other members using name or email. 
ii. Implements backend search APIs with indexed queries for efficiency. 
iii. Recommends users based on mutual friend relationships. 
iv. Ranks suggestions dynamically using mutual connection counts. 

● Data Management 
MongoDB is used as the primary data store for: 

● User profiles and roles 
● Posts, comments, and likes 
● Messages and conversations 
● Friend connections 
● Notifications 

The flexible schema design supports evolving platform requirements and efficient querying. 

● Security and Privacy 
● Role-based access control implemented throughout the system 
● Secure authentication using JWT tokens 
● All data transmission encrypted using HTTPS 
● Passwords securely hashed before storage 
● Only authenticated users can access internal platform features 

V. Result and Discussion 

 

 
Fig. 5: Landing page 
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Fig. 6: Login page 

 

 
Fig. 7: Signup page 
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Fig. 8: Feed page  
 

 
Fig. 9: Messaging and Content Sharing page 

 

 
Fig. 10: Friend Request page 
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Fig. 11: Profile Page 

 

 
Fig. 12: Profile Page 
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Fig. 13: Edit Profile page 

VI. Conclusion 
Effective communication and collaboration play a crucial role in higher education, directly influencing 

academic engagement, knowledge sharing, and professional networking among students, faculty, and alumni. 
However, traditional communication methods and generic social media platforms often lack institutional 
security, academic focus, and structured interaction, leading to fragmented communication and privacy 
concerns. The proposed system, SDM HUB, addresses these challenges by providing a secure, college-centric 
academic social networking platform tailored specifically for educational environments. 
 
SDM HUB integrates essential academic networking features such as verified user authentication, profile 
management, content and post sharing, friend-based networking, real-time messaging, and notification 
services within a controlled ecosystem. The use of the MERN stack ensures scalability, modularity, and 
maintainability, while real-time communication enabled through Socket.io enhances user engagement and 
timely interaction. Role-based access for students, faculty, and alumni ensures secure participation and 
appropriate access to platform features. 
 
Overall, SDM HUB offers a reliable and efficient solution for structured academic communication and 
collaboration. By fostering a digitally connected campus environment, the platform enhances academic 
interaction, supports knowledge exchange, and strengthens institutional networking. The system can be 
further extended with advanced analytics, intelligent recommendations, and mentorship features to support 
evolving academic and professional needs. 
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