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______________________________________________________________________________________ 
Abstract—Large camera deployments generate a continuous stream of video that is difficult for human 
operators to analyse exhaustively, especially when multiple sites and threat types must be monitored 
simultaneously. This paper presents an integrated smart surveillance platform that uses deep learning 
and computer vision modules to transform raw video into structured security events in real time. The 
system ingests video from heteroge-neous cameras, performs single-stage object detection based on 
YOLOv8, associates detections across frames using a Deep SORT-style tracker, and augments tracks 
with face embeddings, pose landmarks, and contextual metadata for downstream analytics. A 
behaviour analysis engine leverages pose and motion cues to characterise activities, while specialised 
modules detect violence, weapons, fire and smoke, and license plates. Cross-camera person re-
identification supports facility-wide tracking in multi-camera installations. The software architecture 
separates ingestion, per-ception, analytics, and presentation layers, enabling deployment on commodity 
GPU hardware with a web dashboard for con-figuration and alert management. Experiments on 
representative indoor and outdoor scenarios demonstrate that the prototype sustains practical frame 
rates for multiple streams and can highlight events such as loitering, restricted-zone violations, and 
visible threats with low end-to-end latency. 
 
Index Terms—Computer Vision, Deep Learning, Object Detec-tion, YOLOv8, Surveillance, Facial 
Recognition, Behavior Anal-ysis, Real-Time Processing, Multi-Camera Tracking, Anomaly Detection 
______________________________________________________________________________________ 

I. Introduction 
A. Motivation 

Digital surveillance has shifted from a small number of analogue cameras to networks of Internet-
connected devices that operate around the clock. While this expansion increases coverage, it also burdens 
security teams with more video than they can realistically inspect frame by frame. In many environments, 
a single operator must supervise dozens of feeds while simultaneously responding to alarms, which makes 
purely manual monitoring error-prone and reactive rather than proactive. 
Modern deep learning models can process images and video at high throughput and have shown strong 
performance on detection, tracking, and recognition tasks [1], [2]. When combined with hardware 
accelerators, these models can run continuously on live streams, making it possible to auto-matically 
highlight events that require human attention. The challenge is to design a system that exploits these 
capabilities without becoming too complex to deploy and maintain in real-world settings. 

 
B. Problem Definition 
We study the design of a surveillance platform that must: 
 
● Ingest video from multiple cameras with varying resolu-tions and frame rates. 
● Detect and track persons and other relevant objects in real time. 
● Enrich each tracked entity with identity, pose, and be-havioural attributes. 
● Identify safety-critical events such as violence, weapon presence, fire or smoke, and suspicious 
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dwell patterns. 
● Correlate information across cameras and present concise alerts through an operator dashboard. 

 
The goal is not to propose a new detector or recognition architecture, but to demonstrate how existing 

state-of-the-art components can be combined into an operational system that runs on commodity 
hardware and exposes a practical interface for security staff. 

 
C. Contributions 

      The main contributions of this work are: 
 

● A layered software architecture for intelligent surveil-lance that separates ingestion, perception, 
analytics, and user interface components, facilitating modular develop-ment and deployment. 

● A perception stack that uses YOLOv8 for object de-tection [3], a Deep SORT-style multi-object 
tracker [4],embedding-based face recognition [5], and lightweight pose estimation for behaviour 
analysis [6]. 

● An analytics layer that performs rule-driven anomaly de-tection, including unattended-object 
detection, restricted-zone monitoring, violence scoring, and cross-camera per-son re-identification [8]. 

● An implementation and evaluation on a realistic hardware setup, along with measurements of 
throughput, latency, and resource usage for different deployment scenarios. 

II. Related Work 
A. Object Detection for Video Surveillance 

Deep convolutional networks have largely replaced hand-crafted features for object detection. Two-
stage approaches such as Faster R-CNN offer high accuracy but are often too heavy for strict real-time 
constraints. Single-stage detectors such as the YOLO family frame detection as a direct regression problem 
over a grid, providing a good trade-off between accuracy and speed [1]. YOLOv8 refines this paradigm by 
incorporating modern network design patterns and training recipes, and has become a common choice for 
real-time applications [3]. Our system adopts a small YOLOv8 variant to balance throughput and detection 
quality on mid-range GPUs. 

 
B. Multi-Object Tracking 

Multi-object tracking algorithms reconstruct object trajec-tories by associating detections across 
frames. SORT uses a constant-velocity motion model with Kalman filtering and associates detections using 
the Hungarian algorithm. Deep SORT extends this framework with appearance descriptors computed by a 
convolutional network, improving robustness in crowded scenes and under partial occlusion [4]. We follow 
this general formulation, combining motion and appearance cues to maintain identities over time. 

 
C. Face Recognition and Re-Identification 

Deep metric learning maps inputs into an embedding space where distances reflect semantic similarity. 
FaceNet introduced a triplet-loss training scheme for face recognition that yields compact vectors suitable 
for large-scale retrieval and clustering [5]. A similar idea underpins person re-identification: images of a 
person from different cameras are mapped to points that are close together while remaining separated from 
other identities [8]. In this work, face embeddings are used to label known individuals, and re-identification 
embeddings support cross-camera matching and trajectory stitching. 

 
D. Pose Estimation and Behaviour Understanding 

Pose estimation methods such as BlazePose and MediaPipe Pose recover a fixed set of body landmarks 
from monocular images [6]. These landmarks can be transformed into features that describe body 
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orientation, limb motion, and stability. When combined with temporal models such as recurrent networks 
or temporal pooling, they enable activity recognition tasks including walking, running, and falling [7]. We 
use pose and motion features as inputs to a rule-based behaviour classifier tailored to surveillance scenarios. 

 

 
 

Fig. 1. Conceptual architecture of the smart surveillance system. Each camera feed is processed by the 
perception layer, enriched by the analytics layer, and exposed through the web-based presentation layer. 

III. System Architecture and Methodology 
A. Layered Architecture 
The system is organised into four main layers: 
1. Ingestion Layer: Manages connections to IP cameras, USB devices, and video files. It handles 

frame acquisi-tion, reconnection, and basic buffering. 
2. Perception Layer: Runs object detection, tracking, face recognition, and pose estimation on 

incoming frames. 
3. Analytics Layer: Interprets trajectories and attributes to detect anomalies, assess threat levels, and 

perform cross-camera reasoning. 
4. Presentation Layer: Provides a web-based dashboard, exposes an alert feed, and offers 

configuration endpoints. 
Figure 1 summarises the interactions between these compo-nents. 

 B. Video Ingestion and Scheduling 
The ingestion layer maintains one capture thread per cam-era. Each thread pushes frames into a 

bounded queue along with a timestamp and camera identifier. Downstream compo-nents pull frames from 
the queues according to a scheduling policy that balances latency against computational load. When the 
aggregate frame rate exceeds processing capacity, the scheduler reduces the effective frame rate by 
skipping frames according to a per-stream stride parameter. The skip strategy is chosen so that critical 
events—such as rapid motion or sudden changes in the scene—are still likely to be captured by at least 
some frames. 
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C. Object Detection and Tracking 
For each selected frame, the system applies the YOLOv8 detector to obtain bounding boxes and class 

labels for objects of interest [3]. Detections are filtered by confidence score and class type before being passed 
to the tracker. The tracker maintains a set of active tracks, each with a state vector containing position, 
velocity, age, and a compact appearance descriptor. A matching step associates detections with existing tracks 
using a cost that blends motion prediction and descriptor similarity, similar in spirit to Deep SORT [4]. 
Unmatched tracks are aged and eventually removed, while unmatched detections spawn new tracks. 

 D. Face and Pose Processing 
When a track is classified as a person and the face region is sufficiently large, a face detector crops 

the region and feeds it into a face embedding network trained with a FaceNet-style objective [5]. The resulting 
vector is compared against a gallery of enrolled identities using Euclidean distance. If the distance to the 
closest entry is below a configurable threshold, the track is annotated with that identity label; otherwise it is 
marked as unknown. 

 
In parallel, a pose estimator extracts body landmarks for each person [6]. From these landmarks, we compute 
mea-surements such as body height relative to the frame, step length, torso inclination, and a stability index 
that reflects how consistently keypoints are detected. These measurements, together with track motion 
statistics (e.g., average speed over a short window), are used to infer coarse activity labels. 

E. Violence Scoring and Threat Assessment 
Interactions between people can carry important information about potential violence. The analytics 

layer maintains a sliding temporal window of motion and pose features for each person. For each pair of 
nearby tracks, it computes a score that aggregates motion intensity, motion irregularity, aggressive postures, 
and spatial proximity. The violence score for a pair (i, j) is given by 

Sij = αmij + βvij + γpij + δdij, (1) where mij measures the magnitude of recent motion, 

vij 

captures motion variability, pij indicates the presence of ag-gressive or defensive poses, and dij reflects 

physical closeness; α, β, γ, and δ are non-negative weights that sum to one. Score thresholds partition 

interactions into normal, elevated, and critical categories. 

Similar scoring schemes are used for other modules. For weapon detection, a specialised detection head is 
run on person-centric crops, and detections are linked to the nearest person track. For fire and smoke, the 
system monitors for colour and texture patterns that persist across multiple frames. License plate 
recognition combines region proposals with optical character recognition; recognised plates are checked 
against optional allow or deny lists. 

 

F. Anomaly Detection, Alerts, and Dashboard 
The analytics layer produces events when conditions exceed configurable thresholds. Examples include: 
● a person remaining inside a restricted polygonal region beyond a maximum dwell time; 
● an object classified as a bag or suitcase that remains stationary while nearby persons depart; 
● a pair of individuals whose violence score remains above a critical threshold for several 

consecutive frames; 
● detection of a weapon or large fire region. 

 
Events are mapped to alert objects that contain metadata such as type, severity, time, location, and 
references to associ-ated tracks. An alert router sends notifications through email or webhooks, and all 
alerts are stored in a database for later review. The dashboard offers live video views with overlaid tracks 
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and regions of interest, an alert panel with filtering and acknowledgement functions, and configuration 
pages for cameras, modules, and thresholds. 

 

IV. Implementation and Results 
A. Implementation Overview 

The prototype is implemented in Python using widely avail-able open-source libraries. YOLOv8 is 
executed via the Ultr-alytics interface [3], and PyTorch is used for additional deep learning modules. 
OpenCV provides video capture and basic image processing functions. Pose estimation is implemented 
using a MediaPipe-style model [6], and face embeddings rely on a network trained on a public face 
dataset following the FaceNet protocol [5]. A lightweight web server based on Flask hosts the dashboard 
and offers REST endpoints for configuration and metrics. 

Most components are designed as independent services that communicate through queues or message-
passing interfaces, which makes it possible to scale the system horizontally by running additional 
perception workers on separate machines if required. Configuration files specify camera endpoints, 
module activation flags, and thresholds for anomaly detection. 

B. Experimental Setup 
We evaluate the system on a workstation with a multi-core CPU, 16 GB of RAM, and a GPU with 

8 GB of memory. The software stack includes a recent Linux distribu-tion, Python 3.10, and current 
releases of the aforementioned libraries. Test data consist of recorded clips and live feeds emulating 
common surveillance scenarios, including corridors, entrances, and small outdoor areas with moderate 
pedestrian traffic. 
 
For each configuration, we measure the average processing speed in frames per second (FPS) per camera, 
mean end-to-end latency from frame acquisition to alert emission, and GPU utilisation. Detection 
performance is evaluated on a small annotated dataset by computing mean average precision at an 
intersection-over-union threshold of 0.5. 
 

TABLE I 
REPRESENTATIVE THROUGHPUT AND LATENCY ACROSS EXAMPLE CONFIGURATIONS. 

 
 Configuration  
640p, single 
stream 

Camera
s  

1 
FPS / 
Cam  

34 
Latency 

(ms)  
140 

640p, dual 
streams 

2 29 165 
480p, four 
streams 

4 26 185 

 1080p, single stream 1 22 190  
 
 

C. Throughput and Latency 
Table I summarises representative performance figures for several deployment configurations. 

 
In all cases, the system maintains a frame rate suitable for interactive monitoring while keeping latency 
under 200 ms for high-priority alerts. When additional streams are added, the frame-skipping policy and 
scheduling logic adjust the load while preserving responsiveness. 

D. Qualitative Observations 
Qualitatively, the system tracks individuals and vehicles across typical scenes with stable identities 

and detects several classes of events. Restricted-zone breaches and unattended bags are flagged reliably 
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when zones and thresholds are con-figured carefully. Violence scoring highlights segments where two or 
more individuals engage in rapid, close interactions, while weapon and fire modules trigger alerts for 
clearly visible objects and regions. These observations suggest that the integration of multiple specialised 
modules within a single pipeline is effective for prioritising operator attention, even though each module 
has its own limitations. 

E. Limitations 
The prototype has several limitations. Performance deterio-rates under extremely low illumination or 

strong motion blur. Modules that rely on clear visual evidence—such as weapon and license-plate 
detection—require suitable viewpoints and resolution. The violence scoring scheme is rule-based and may 
not generalise to all forms of aggressive behaviour. Person re-identification remains challenging when 
clothing or appearance changes significantly between cameras. Address-ing these limitations will require 
larger and more diverse training datasets, additional model fine-tuning, and possibly the incorporation of 
temporal deep. 

V. Conclusion and Future Work 

This paper described a smart surveillance platform that combines modern detection, tracking, 
recognition, and be-haviour analysis models within a modular architecture that can operate on real-world 
video streams. By structuring the system into ingestion, perception, analytics, and presentation layers, we 
make it easier to integrate additional modules and to adapt the deployment to different hardware budgets and 
site requirements. Empirical results on representative scenarios show that the prototype achieves practical 
frame rates, low alert latency, and useful qualitative behaviour on a range of security-relevant events. 
 
Future work will explore transformer-based detectors and more advanced temporal models for violence 
and anomaly de-tection, hybrid edge-cloud deployments that distribute compu-tation according to latency 
requirements, and richer analytics tools that allow operators to query historical data using natural language 
or predefined templates. Another important direction is the systematic evaluation of bias and fairness in 
detection and recognition modules to ensure that the system behaves consistently across diverse 
environments and populations. 
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